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Chapter 1

1.1 General

Introduction

This chapter introduces the Galaxy H7921 Mobile Ronter general
descriptions, Jeatures and philosophy.

General

System Features
Specifications
Typical Applications
Types Description

ARE ol S

2.5G mobile communication technology (GPRS/EDGE/CDMA 1x) has become
widely used of industrials and utilities in recent years and many customers are
seeking reliable, flexible and cost-effective data channel to build their
information system. Many applications such as ATM, POS, SCADA and
surveillance system will require data channels covered all country; this brings a
bright future for GPRS/EDGE and CDMA 1x data networks applications.

Requirements towards information system are varied because of different
features of numerous industrial applications. Mobile telecom service providers
are required to provide industrial application solutions not only meeting common
specifications and also individual special ones. Hence, Hongdian co-operates
with mobile service providers to design products and network configurations
suitable to industrial end users’ individualized applications. Hongdian has
developed embedded, advanced and reliable Galaxy mobile (GPRS/EDGE /CDMA
1x) router for the applications.

GPRS network theoretically can provide a maximum bandwidth 171.2Kbps,
actually; it works at 40~100Kbps bandwidth (it depends on service provider’s
operation policy). As we know, GPRS is packet based network which provides
TCP/IP communication channel.

EDGE stands for Enhanced Data Rate for GSM Evolution, it is capable of offering
data rates of 384 kbps and, theoretically, of up to 473.6 kbps. A new modulation
technique and error-tolerant transmission methods, combined with improved
link adaptation mechanisms, make these EGPRS rates possible. This is the key to
increased spectrum efficiency and enhanced applications, such as wireless
Internet access, e-mail and file transfers.

Same as GPRS/EDGE network, CDMA 1x network can provide a maximum
bandwidth up to 300Kb/s and actual transmitting and receiving bandwidth
reaches 100Kb/s.

Typical center to multipoint system configuration plan is as below.

Operator's Gateway End-user
(GGSN) Gatewa
(PDSN) with VPN +IPSec Server

’ \d H7921

VPN+IPSec Client

GPRS/EDGE/CDMA 1X = A=  PChannel  pESC

H7921
VPN+IPSec Client

H7921
VPN+IPSec Server

Requirements are different from customer to customer; below paragraphs will
describe the typical applications.

Since Hongdian has many years experience of mobile data communication, it
proves that Hongdian products are widely applied and work stably. Galaxy router
is a dedicated ideal data transmission channel for industrial applications. The
manual explains setup procedure of H7921 router and provides the system
operation guide.

1.2 System Features

Basic Features
® GPRS/EDGE Part
B Support dual band GSM/GPRS/EDGE
B Complies with ETSI GSM Phase 2+Standard
® CDMA Part
B Support 800/1900MHz band
B Complies with FCC/SAR and CDG 1/2&3

M80-792001-01 1
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m  Real time clock

Enhanced Features

Support multiple protocol conversion

Support data center and network management
Online detection and redial

Online/Offline control

B Online/Offline controlled by user’s equipment
B Online/Offline triggered by user’s data

B Timing online/offline

STK/UTK card special function configuration
Support Ethernet and RS-232/485 interface
Synchronize with CDMA network
Self-diagnostic

Optimize EMC design

Advanced Features

1.3 Specifications

Built-in DHCP server

Firewall and NAT

Support OSPF

Support RIP (Routing Information Protocol)

Support VPN Client and Server (PPTP, L2TP + IPSec)
Support IPSec Encryption

Support DMZ host

Support Dynamic DNS

Support packet filtering

Support radio network data envelope counting
Support CLI operation

Support BTS testing

Ethernet or dial-up network routing (Backup)
WEB/Telnet management interface

Support Multi-language (i.e. Chinese, English, Spanish)
Local/remote firmware upgrade

Local/remote TFTP firmware upgrade

Local/remote profiles backup and retrieve

Urgent event alarm via SMS (Optional)

GALAXY router specifications:

GPRS/EDGE data
® GPRS/EDGE Class 2~10
® Code plan: CS1~CS4
® Complied with SMG31bis specifications

CDMA 1x data

Interface

Support IS 707 data service

Support 153kbps packet data

Support Class 2.0 Group 3 facsimile

CDMA 2000 spread spectrum

Complied with IS-95A, 1S-95B CDMA interface

Antenna: 50Q/SMA Female
SIM/R-UIM: 3V

M&80-792001-01
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® Serial port (DB9): RS-232(DCE) or RS-485 (Optional)
® Serial port data rate: 300~115,200 bits/s
® FEthernet interface: 10/100BaseT/RJ45 (Auto sense)
® Configuration: WEB/Telnet or RS-232
Power

® \oltage: +5VDC(+7.5~24VDC Optional)
® Consumption

®  Max. current: 780mA@+5VDC

®  Standby: 50mA@+5VDC

Others
® Measurement: 98x100x23 (not including antenna and fixed parts)
® Weight: 320g
® Operation temperature: -10~+50°C
® Store temperature: -20~+75°C
® Relative humidity: 95%(non-condensing)

1.4 Typical Applications

Galaxy router typical applications are described as below.
Application 1: Direct connection

Refer to following diagram, connect Galaxy router to your terminal.

GPRS or
CDMA 1X
Network

Application 2: Center to multipoint

For industrial applications, it requires a device to collect information from
discrete remote sites. The application show as below diagram is a typical video
surveillance configuration. You can connect Galaxy router to a net-camera and
then setup the Data Service Center (DSC) IP address or domain name at Galaxy
router.

M80-792001-01 4
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GPRS or
CDMA 1X
Network

Video Server

Application 3: Ethernet connection

Galaxy router can be configured as following network applications.

v' Ethernet/Mobile network routing.
v’ Serial port/Ethernet converter.
v Serial port/Mobile network transmission.

Ethernet/Mobile network routing

By connecting your LAN and mobile network (WAN), you can share the GPRS or
CDMA 1x access to your LAN by built-in NAT (Network Address Translation)
technologies. Therefore, multiple IP terminals or PCs can share the Internet
access via Galaxy router.

GPRS or
CDMA 1X
Network

Serial port/Ethernet converter

For many non IP traditional terminals, you can also connect your non IP
terminals to Galaxy router via RS232/485 interface. After then, your non IP
terminal will become standard TCP/IP 10/100BaseT interface network
equipment. It is possible to connect many non IP terminals to IP network at
same place.

M&80-792001-01 5
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GPRS or
CDMA 1X
Network

Serial port/Mobile network transmission

It is the solution to convert and transmit non IP device data over TCP/IP based
mobile data network (GPRS/CDMA 1x). Connect the non IP device to the Galaxy
serial port.

1.5 Types Description

Galaxy router is a product designed at Hongdian platform with customer
specified application options. It complies with the different industrial applications
and different service provider mobile data network. In order to identify different
products, we explain the type name as below:

Galaxy router type: H7921-XYZn

H7921 X-Data Y-Mobile network | Zn- Radio Module
interface Manufacturer*

Hongdian Galaxy | R-Router C-CDMA network | A-AnyData
mobile router E-EDGE network B-BenQ

H7921 platform G-GPRS network E-Sony Ericsson
H-Huawei
L-Bellwave
M-Motorola
S-Siemens
W-Wavecom
Z-ZTE

* Z=Radio Module Manufacturer, n=Radio Module (can be null), i.e.:
M2=Motorola G20

For Example: H7921-RGM2 -- Galaxy GPRS Router, built-in with Motorola G20
radio module.

M80-792001-01 6
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Chapter 2

2.1 General

2.2 Open Box

Installation
This chaprer deribes the Galaxy ronter installaton procedhnes, pover on and initial sep.

General

Open Box

Installation and Cable Connection
Grounding

Power Supply

6. Check the Mobile Network

ARSI ol S

Galaxy router should be installed and configured properly before putting it in
service. The installation and configuration should be done or supervised by
Hongdian qualified engineer.

Attention:

Do not install Galaxy router or connect/disconnect its cable when it is power on.

In order to protect products during shipment, Galaxy mobile router has been
packed properly. You may need to keep the packing materials for reshipping
after you open the pack box.

Galaxy mobile router package includes.

Galaxy H7921 Mobile Router User Manual
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® Galaxy mobile router

® +5V power adapter

® Fixed part

® CAT-5 UTP cable

® User manual

® Qualified & Repair Card

1 (packed according order)

1 (+12V power adapter Optional)
1 pair

1

1 (CD-ROM)

1

Galaxy router should be placed on desktop, wall or any other fixed place. There
is no special requirement for wiring and heating dispersion. However, it is
required to place Galaxy router apart from:

® Heating device
® Dusty and moist environments
® Interference source, such as metal wall, microwave oven

The antenna should be installed at correct place and angle to ensure the GPRS or
CDMA 1x signal receiving. Do not install antenna inside of metal cabinet.

Measurement

The below diagram is Galaxy router outside and installation measurement.

Optional accessories

® Standard antenna

Vehicle antenna

Directional antenna

Coaxial feeder (SMA interface)

After you open the box, you should count it carefully with your purchase order.

2.3 Installation and Cable Connection

Installation requirements

® A PC with Ethernet interface and TCP/IP protocol
m  IE5.0 or up Internet browser
B 1024x768 monitor
® A valid GPRS SIM card or CDMA 1X UIM card (Depends router type)

M&80-792101-01 7
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Panels

® Front Panel

Galaxy H7921 Router Front Panel
LED description:
v' 10M: 10BaseT LED, lights up when connected with 10M link.
v' LINK: LAN LED, lights up when connected.
v" NET: Radio network LED, flinking during login, lights up when logged
in (Depends network, check the definitions at Online Help).
v" RUN: Galaxy router LED, fllinking means normal operation.

The SIM or UIM card can be inserted and released by pressing the SIM/UIM card
drawer button.

® Rear Panel

All Galaxy router connectors are located at the rear panel.

Galaxy Router Rear Panel

Galaxy H7921 Mobile Router User Manual Chapter 2: Installation

Connectors’ description:

v" COM: Serial port (RS-232/485), serial data port or console port.

v' RJ45: 10/100BaseT auto sense Ethernet interface.

v" DC: DC power supply interface (+5VDC, +7.5V~+24VDC optional,
check the label before power on.)

v" RESET: Reset button, press and hold for 5 seconds to reset the
Galaxy router back to its default factory configurations.

v" ANT: Antenna interface (SMA female), standard, vehicle antenna,
directional antenna optional.

Click “Start” -> “System Tools” -> “Default Setting” to reset the Galaxy router
back to its default factory configurations. If you have forgotten the login
password, press and hold RESET button for 5 seconds.

The Galaxy router will be back to the factory default configurations if the RESET
button is pressed up to 5 seconds.

Management webpage address: 192.168.8.1
Login name: admin, Password: hongdian

M80-792101-01 9

Interface and cable connection
COM - Serial Port

COM serial port is standard, DB9 (Female) RS-232(DCE) interface (RS-485
optional); it can be assigned to CONSOLE port or data port.

RS-232(DCE) connector PIN definition:

DB-9 connector (DCE-Female)

PIN | Signal Description Direction | Note
1 CD Carrier Detect -
2 RXD Received Data &--
3 TXD Transmitted Data -
4 DTR Data Terminal Ready &<--
5 GND Signal Ground
6 DSR Data Set Ready -
7 RTS Request To Send &<--
8 CTS Clear To Send -
9 RI Ring Indicator -

For CONSOLE mode, the PC serial port that connects the Galaxy router should be
configured to 57600, 8, N, 1; and then you can start a Hypertext Terminal at the
PC, type commands to manage Galaxy router.

Galaxy router has a feaure of the dial-up backup routing. Customer can connect
a dial-up modem to the router COM port. A special cable will be required. The
detail cable wiring is showed at the below diagram.

M80-792101-01 10
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2.4 Ground

Al =

A

RS-232 Modem

RS-232 DB9 (Male) RS-232 DB9 (Male)

D 1 1 cD

RX 2fe— 52 RX

™ 3 3 TX

DTR 4 4 DTR

GND 5 5 GND

bR 6 < —>|6 psr

RTS 7 [ ——— 1 7 RIS

cTs 8 8 CTS

RING 9 9 RING

RJ45 - Ethernet
It is standard 10/100BaseT Ethernet interface (Auto sense).

DC - Power

DC power supply interface (+5VDC, +7.5V~+24VDC optional, check the label
before power on.)

The power adapter output current should be not less 2A; Power supply ripple
should be less 300mV.

ANT - Antenna
Standard 50Q/SMA RF connector (Female)

For outdoor use, lightning should be considered. We propose to install an
arrester between antenna and the ANT interface.

To ensure a safe, stable and reliable Galaxy mobile router operation, DTU
cabinet should be grounded properly. Connect the Galaxy mobile router cabinet
to site ground wire.

2.5 Power Supply

Galaxy router is designed with advanced power management technologies; it
can operate standalone. The input DC power voltage is +5VDC (+7.5V~+24VDC
optional). You should check the Galaxy router label before power on.

The power adapter output current should be not less 2A; Power supply ripple
should be less 300mV.

Galaxy H7921 Mobile Router User Manual Chapter 2: Installation

Attention!

m  Normally, the power supply is +5VDC, +7.5V~+24VDC is optional. You
should check the Galaxy router label before power on.

B Galaxy router should be powered by the AC adapter supplied by Hongdian.
Hongdian will not guarantee Galaxy router performance if it is powered by
any other unqualified AC adapter.

B Connect antenna properly before power on.

2.6 Check the Mobile Network

Connect all signal and power cables, and double check it, connect antenna,
insert a valid SIM or UIM (depends your router type and network) and switch on
power. Galaxy H7921 router "RUN" LED will light up. If "RUN" LED is flashing, it
means the Galaxy is working normally. If the “LINK” LED is flashing, it means
there are data stream input/out over router data port. If the “"NET” LED lights up,
it means that the Galaxy router has found and logged on mobile network.

(More information refer to Chapter 4)

m  All cables should be connected correctly before switch on.
B Antenna should be connected properly before switch on, otherwise it may
cause radio module problem.

M80-792101-01 11
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Chapter 3  Router Configuration
This chapter cleseribes the Galaxy router paranseters configrmation before putting it in servie

1. Connection
2. Configurations

Thanks to the built-in web technology, Galaxy router can be easily configured
and managed. User may be required to configure associated parameters before
putting it in service. User can change settings and update firmware if it is
necessary.

By the Galaxy router management web pages, you can configure and manage
the router parameters. Refer to following description for details.

3.1 Connection

Normally, Galaxy router parameters should be configured through a PC. The PC
should meet the requirements:

v" Hardware PC with Ethernet interface, 1027x768 monitor
v' Software Windows 95/98/Me/NT/2000/XP operation system
IE 5.0 or up Internet browser
Two suggestions you can select accordingly.

Direct Connection

Connect Galaxy router R145 interface with PC Ethernet interface by the supplied
CAT-5 UTP cable, and then set up the PC's IP address/subnet to start the
configurations.

LAN Connection

It is possible to connect Galaxy router to a hub or switch port at your the LAN
environment. Therefore, any PC at the LAN can access the router and manage it.

M80-792101-01 13

Your PC t

Setup Correct Network Settings

You may be required to configure your PC IP address and associated parameters
after connecting the PC and router. You can set PC IP address “Obtain an IP
automatically” or set it manually. Refer to below descriptions for details.

Below is Galaxy router factory default setting; you can modify it accordingly.

IP Address: 192.168.8.1

Netmask: 255.255.255.0

Management Webpage IP address: 192.168.8.1
Login name: admin

Password: hongdian

The parameters in manual are Galaxy router default setting.
Pictures in this manual are captured at Windows XP and IE 6.0 platform.

Before Configuration — Setup your PC IP address

Double click “Network and Dial-up Connections” icon on the PC control panel,
you can find the Local Connection which is connected with Galaxy router (Direct
Connection) or the Local Connection that is connected with the LAN (LAN
connection).

‘5 Metwork Connections

File Edit Yiew Favorites Tools  Advanced Help

- €Y - P
QBack \_) ?‘/ Search Folders

Address |€_}, Metwork Connections

E"

" {odal Brea Cannection
.’ Zonnected, Firewalled

T A Fealek RTLE139 Family PCLF,,,

MNetwork Tasks

[&] create a new connection
9 Set up a home or small
 office netwoark

@ Change Windows Firewal
settings

Right click the “Local Area Connection” icon, select “Properties”.

M80-792101-01 14
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-L Local Area Connection Properties 2|

General I Authentication I Advanced I

Connect using:

Im Realtek RTLE139 Family PCI Fast Etf

Thig connection ugzes the following items:

% Client for Microzoft Metworks
.@ File and Printer Sharing for Microsoft Netwarks
.@ Oo% Packet Scheduler

Install... | U rinstall Fropertiez

r— Description
Tranzmizzsion Control Protocal/Intemet Protocol. The default
wide area netwaork, pratocol that provides communication
acrogs diverse interconnected networks.

v Show icon in notification area when connected
¥ Maotify me when this connection has limited or no connectivity

oK | Cancel |

Select “Internet Protocol (TCP/IP)"; click “Properties”.

Internet Protocol {TCP/IP) Properties 2 x|

General |

“f'ou can get [P sethings assigned automatically if your network. supports
thiz capability. Othernwize, you need to ask wour nebwark, administratar for
the appropriate [P settings.

" Dbtain an IP address automatically

—% Uze the following IP address:

IP address: 192 168 . 0 . 49
Subnet mazk: I 285 285 285 . 0
Default gateway: 192 168, 0 . 254

€ Obtain DMS server addiess autamatically
—% Uze the following DNS zerver addresszes:

Preferred DMS server: 210,21 220, 6
Alernate DNS zerver: 2.9 134 133

Advanced... |
ak I Cancel |

M&80-792101-01
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Here, you can select “Obtain an IP automatically” or “Use the following IP
address”. If Galaxy router is connected to your PC directly, it is possible to select
“Obtain an IP automatically”. Galaxy router built-in DHCP server will assign an IP
address to the connected PC. Sometimes, the PC may be required to restart.

At LAN connection situation, the PC may be already assigned a LAN address
(Show as above picture). In order to keep this communication without any
interrupt, you can add a new IP address and subnet for Galaxy router
configuration. Click “Advanced (V)" button. (The “Default Gateway” is the access
to Internet for the PC. If you are not going to change the access to Internet, keep
the setting. If you are going to change the access to Internet via Galaxy router,
fill-in the router LAN address at “Default Gateway” setting, i.e. 192.168.8.1).

Advanced TCP/IP Settings 21x]

IP Setings | DNS | wiNS | Options |

r IP addreszes

IP address | Subnet magk
1582.162.0.49 205.255.250.0
add. | Edi. Remove |

- Default gateways:

Gateway | etric |
152.168.0.254 Automatic
add. | Edi. Remove |

v Autaomnatic metric

Irterface metrie: I

oK I Cancel

Click “Add"” button at “IP Address (R)” item, fill-in the address which will add in
the PC.

IP address: 192 168 . & . 3
Subnet mask: B . 255 .255. 0
Add Cancel |
MS80-792101-01 16
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The new add address should be limited at the subnet same as the Galaxy router,
i.e. 192.168.8.xxx (xxx is the number from 2 to 254). Subnet mask should be
255.255.255.0; and then click “Add (A)” button to add the address and subnet
into your PC. Your PC will be configured at the IP address “192.168.0.xxx"” and
"192.168.8.xxx". Click “OK" to complete configuration.

Before Configuration — Check your PC Settings

You can type “ping” command at DOS prompt to check the setting and
connection.

ping 192.168.8.1
If below information appears,

Pinging 192.168.8.1 with 32 bytes of data:
Reply from 192.168.8.1: bytes=32 time=2ms TTL=64

It indicates the connection between PC and Galaxy router is success; you can
start the configuration.

By typing “ipconfig” command at DOS prompt to check the IP address setting.
C:sripconfig

Windows IP Configuration

Ethernet adapter Local Connection:

Connection—specific DHS Suffix - =

IP Address. - . - . . . . - . - . = 192 _168_.8.48
Subnet Mask - - . . . . . . . . . = 265.255.255.08
IP Address. - . - e - - - - - . = 192.168.8A.48

Subnet Mask . . . . . . . . . . . = 255_.255_255.d4
Default Gateway . - = = - = 192.168.8.254

3.2 Configurations
Galaxy router can be managed via web interface or Console. The web interface
is an easy way to manage it. It will be described in details at following
paragraphs.
WEB Mode

With the built-in web server, Galaxy router can be easily managed via Internet
Explorer locally and remotely.

Open IE on your PC, type a URL address.

J EEatk - = - fal | &isearch (&) Favorites £ History

| address | hitpifiz.168.8.1

The picture will appears.

M80-792101-01 17
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Connect to 192.168.8.1 d |

Router
User name: I admin j
Password: I [TTITTTY)

[~ Remember my password

oK I Cancel

Input user name: “admin” and password: “hongdian”

It will display the main page “Welcome” if it is correct user name and password.
Click “Start” button to continue the management.

D welcome!

Click Start to Configure the Router

GALAXY H7921 Router - Hongdian Technologies Co., Ltd. © 1997-2006

The default operation interface language is English. By clicking the right-bottom
word, the different language interface can be switched-over betoween them.

Due to the reasone of IE browser setting, the menu may not change when you
have clicked the language switch button. Click the “Refresh” button at IE
browser to sovle the problem.

Click the “Start” button to display main menu.

M80-792101-01 18



Galaxy H7921 Mobile Router User Manual Chapter 3: Router Configuration
Main Menu
Router Status: Display major parameters
@_ Logoff... configuration and operation information.
Online Help: Provide online help.
Hongdian Products X
ﬁ g System Tools: Provide a set of tools for
_ the router management, such as modifying
% Route Configuration password, remote management, profile
backup, hardware & software information,
% Network Setting log and restart tool.

Y Network Setting: Provide LAN interface,

% System Toals DHCP, mobile network parameters setting
and dynamic DNS configuration.

@ online Help Route Configuration: Set up NAT, DMZ,
VPN and the route paths.

%]5 Router Status Hongdian Products: Browse Hongdian
Products catalogue.

—— _ o
start ,h SRV Rl Logoff: Exit router management pages.
Notice:

Galaxy router should be configured properly; the “Network Setting” is the
basically and necessarily settings. We recommend customer should configure
this parameter first. Meanwhile, we suggest customer reads paragraph 3.2.4
before setting.

As mentioned before, the router configuration works should be performed via a
PC that is configured. The relative descriptions refer to paragraph 3.1.

Galaxy router factory default setting:
LAN IP Address:  192.168.8.1

Subnet Mask: 255.255.255.0
Login Name: admin
Password: hongdian

You can modify above settings accordingly; and you may need to modify the PC
IP address settings if the router settings have been changed.

Press and hold the “"RESET” button for 5 seconds to restore the default setting.

Galaxy router is designed for industrial application and it works at
dial mode. However, at the beginning step, the router may not be
inserted a valid SIM/R-UIM card or configured incorrectly. The router
will try to dial and connect mobile network until establish the
communication channel. If it fails 3 tries, the router will restart
automatically. It will interrupt your configuration work. Therefore,
we recommend set dial mode to ™“Manual” by clicking
“Start”->"Network Setting”->"PPP Setting”.

M80-792101-01 19
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Console Mode

The Galaxy router RS-232 interface can configured for a data communication
port or a Console port. The Console port is only used for factory testing and
trouble shooting.

3.2.1 Router Status

Click "Start"->"Router Status" menu, the Galaxy router general operation
information will be displayed.

B mnterface information: Interface information

Interface information

Local IP Remote IP MAC Adddress

Refrash Packet Information

GALAXY H7921 Router - Hongdian Technologies Co., Ltd. © 1997-2006

The page displays the router interface IP and MAC address information:

® ethO~eth2: the Ethernet interface IP and MAC address
® IPSecO~IPSecN: the IPSec VPN channel information

By clicking the “Packet Information” button to view the interface traffic.

B3 packet information: Packet information

Packet information
Interface Rx bytes X Tx bytes = Txerrors | Tx lost
packets packets

Refresh | Interface

GALAXY H7921 Router - Hongdian Technologies Co., 1997-2006
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3.2.2 Online Help Configuration Profile
Mobile Network Testing
System Information
System Log

Restart

Click “Start”->"Online Help", a new windows will be opened, and the below
webpage picture appears.

7} http://192.168.8.1 - Galaxy Router Online Help - Microsoft Internet Explorer P[] B3 |

Galaxy Router Online Help

Contents Router Administration
Galaxy mobile router should be configured properly before put it in service. By dicking
“Start>Network Setting>Network Sefting” menu, you can configure GALAXY router LAN Click "Start"->"System Tools"->"Router Administration" menu to start this setup
@ﬁs interface, mobile network parameters and so on.
Router Status page'
There are three LAN IP addresses and subnets you can define, the first default LAN IP
@ address and subnet is: 192.168.8.1/255.255.255.0
online Hel B Router Admin Account Management, Port configuration
FE L2 You can modify them according to your system planning.
}g System Tools For mobile network parameters configuration, you have to configure it in accordance
with the information provided by local mobile network service provider. Generally,
there are following parameters should be configured: Account Management
55 Netwerk setting o mems [ setng |
Item Description Note et pomn
% Service Code (Input a right service code The default setting: Old Password:
Route Confi iti -
e provided by local mobile GPRS: =0@=*=1%
network service provider. CDMA 1x: £777 Confirm: l—
% Special Setting User Name Input a right user name and ||China Mobile: no user name and
and Password | password provided by local  |password for CMENT users; for
m mobile network service specified APN users, they have to _save || concel |
Hongdian Products provider, it may be required [input a right user name and password
for dialing authentication provided by China Mobile. Port Configuration
@_ (depends network operator). | China Unicom: "card" is the user name ““
Lot and password for all CDMA 1x users. Remote Configuration: RN C + Sl = 71
Access Point | Input a right APN provided by || There is no APN setting for China Port:

W (aonineat mahiln ntwinrb camen | inicm COM0 1y nsnar_Dinaes &
4

[ [ [ [ [ [ [ mntemet Timeout Setting:

Save Cancel

This is the detail operation instructions; all configuration and setting procedures
have been described in the Online Help file. Additionally, clicking the item “Online
Help” on the left of Help page, Galaxy router will connect to Hongdian website to
check updates.

® Change Password

3.2.3 System Tools
The system administrator login name: admin;

Click “Start"->"System Tools", the below picture will appear. Default password: hongdian

The default password should be modified and you need to input the original one

% Route Configuration to modify it.
- _ Router Administration Press "RESET" button on router rear papel no less than five 5 seconds to reset
T=) Network Setting the password to factory default (hongdian).

{1 Configuration Profile

System Tool . . ® Remote Configuration
&, -Ystem lools Mobile Network Testing

3.7

GALAXY router is a web based controlling and management system. At normal

@ online Help @ system Informatien situation, operate it via LAN interface. Same as local LAN interface operations,
System Log operator can certainly manage the router via mobile network at remote site.
= For security reason, the default remote configuration function is disabled. It can
%] Router Status [ Restart be enabled, and the access web port can be changed.

GALAXY H7921 Router - Hongdian Tech Type in Galaxy router connection URL at IE browser, then operator can remotely
manage Galaxy router. (It requires specifying the port if the webpage access
port is not 80. For example: http://220.192.11.22:8080)

There are six sub-menus at "System Tools".

® Router Administration

M80-792101-01 21 M80-792101-01 22
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The remote management port can be changed, and also the timeout period can
be specified. When the webpage access port is changed, LAN side management
webpage access port is changed as well.

® Clock (N/A at this version)

The function of GALAXY router built-in with real time clock, it will be
automatically synchronized with clock sources when it is powered on.

For CDMA version, Galaxy router will be locked at CDAM network clock source.

For GPRS version, Galaxy router will be synchronized to an Internet clock source
(NTP) when it has been connected to GPRS network. There is an option to enable
or disable NTP client; and also the NTP server can be specified accordingly.

When the clock is synchronized to an Internet clock source, there is a drop list to
select the time zone accordingly. Also there is an option to enable or disable NTP
client; and also the NTP server can be specified accordingly.

Press "Synch" button to synchronize the router manually.

Once router restarts, the clock may be reset to the initial time and then
re-synchronize after the GPRS network is connected.

Configuration Profile

Click "Start"->"System Tools"->"Configuration Profile" menu to start this setup
page.

nagement

Route configure files management

figure File
onfigure File
Configure File

figure File

Personal PPTP Cl [ o |
Personal IPSEC Configure File [ o |

111007001

The configuration profiles can be retrieved and backuped individually, by
pressing associated “Browse” button to locate the configuration file and pressing
the “Upload” button to retrieve the configuration, and pressing the “Download”
button to backup the configuration.

Press "Default Setting" button to restore router to default factory setting.

Mobile Network Testing

Galaxy H7921 Mobile Router User Manual Chapter 3: Router Configuration
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Mobile network testing function is a useful troubleshooting tool to locate the
problem on mobile network. It can test the cell information where the router
working and the neighbor cells information.

ing Cell Information

Serving Cell Information
Ttems Information Ttems Information

Channel
Path Lo o Received Field 5t
Resele o Received Field St

Signal Strength:

7921 Router - Hongdian Te

Click “Neighbouring Cell” button to view the neighboring cells information
(Consult with the local mobile network operator for more information):

-

Neighbour Cell Information

Items Information

Location Area (
Frame Of
Time Alignme:
r Acce:
Cell Bar Qualifier:

Num of Neighbour Cells:

Signal Strength:

Only the H7921-RGH type supports the Mobile Network Testing function at
present version.

System Information

M80-792101-01 24
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Click "Start"->"System Tools"->"System Information" menu to start this page.

Information: Disp uter ha formation

System Information
Items Information

Router Type:

Hardware

Radio Module S
Routel

Router ID:

7921 Router - Hongdian Technolo

There are reference information for router software upgrading and maintenance.
The page displays router type, hardware and software version, RF module type
and series number, router series number and so on.

System Log
Click "Start"->"System Tools"->"System Log" menu to start this page.

PPP Log Information

The operation log can be recorded at four categories:

Galaxy H7921 Mobile Router User Manual Chapter 3: Router Configuration

® PPP Log
® SYSTEM Log
® |2TPlog
M80-792101-01 25

e PPTP Log

Click correspondence button to view the detail log information. Click the
“Setting” button to customize the log functions.

In order to save the system resources, the log default setting is disabled. It can
be enabled at the Syslog Setting page. Meanwhile, there are four options to
customize the log function, i.e. tick the PPP log Information to record the PPP
dial-up information.

TP add

Syslog Setting

Items Setting

Log Server IP Addrass: —
po: | —

Select the report messa

921 Router - Hongdian

The log file can be sent to a log server by specifying an IP address and port. By
Typing in the log server IP address and port to enable this function.

Restart

Click "Start"->"System Tools"->"Restart" menu to restart Galaxy router.

3.2.4 Network Setting

Galaxy router should be configured with proper parameters. Network setting is
the basic and necessary configuration. Generally, LAN interface, mobile access
parameters and dial mode should be configured.

The router LAN interface, IP address and netmask can be modified if necessary.
At the initial phase, the PC that will connect to Galaxy router should be
configured as same as the router’s IP subnet mask (192.168.8.x/255.255.255.0,
here x=2 to 254). For more information regarding the PC IP address setting,
refer to this manual Paragraph 3.1. Once your PC is set up properly, open IE
browser and input Galaxy router LAN IP address to start the configuration.

Click “Start” > "Network Setting", the below picture will be displayed.
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ﬁ Network Basic Setting
&k PPP Setting
= DHCP Configuration

m .
=[] MNetwork Setting

X System Tools
@ Online Help

Router Status

B Dynamic DNS

€8 SNMP Setting

GALAXY H7921 Router - Hongdian Tech

There are five sub-menus at "Network Setting".

Network Basic Setting
PPP Setting

DHCP Configuration
SNMP Configuration
Dynamic DNS

Network Basic Setting

Click "Start"->"Network Setting"->"Network Basic Setting" menu to start this
setup page.

LAN Setting

Ttems

4 255.255.255.0

2 u

Save | Gancel |

7921 Router - Hongdian Technologie!

LAN Setting

There are three LAN IP addresses and netmasks that can be utilized. However,
the host (or PC) that connect with Galaxy router should be configured at the
same netmask as one of the three LAN addresses setting.

®  First LAN IP address (default): 192.168.8.1
® LAN Netmask: 255.255.255.0
® Default Route: Configure the default data transmission path.

Galaxy H7921 Mobile Router User Manual Chapter 3: Router Configuration

M80-792101-01 27

® Default DNS: Configure the DNS server IP address, there are three DNS
server can be defined.

It can be modified in accordance with application requirement.
Press "Save" button to store the modification.

Reconnecting the host (or PC) after its IP address has been modified
successfully.

PPP Setting

Those parameters should be configured in accordance with the information
provided by local service provider.

Click "Start"->"Network Setting"->"Network Basic Setting" menu to start this
setup page.

Mobile Network Configuration

Items Setting
Dial: g ) u
Service Code:
user name: | IR

password: | |
ord Comfirm: —
APH:
PRP Datacting: ||| FER
ICMP Detecting: || FER

® Dial

It controls the RF module dialup mode; the default setting is "Auto".

When it is set to "Auto" mode, Galaxy router will automatically dial mobile
network and will re-dial if the mobile link fails. After 3 failed dialing, Galaxy router
will automatically restart RF module. When it is set to "Manual" mode, the timing
work mode for special setting may not be active.

Tick the “Default Route” option to route data via GPRS/EDGE or CDMA path.

® Service Code

Configure it with a correct service code provided by the service provider, the
default setting:
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v' GPRS: *99***14# (for China Mobile)
v' CDMA 1x: #777 (for China Unicom)

® User Name and Password

Input a correct user name and password provides by local mobile service
provider; it will be required for dialing authentication:

v" For China Mobile's GPRS CMNET user, no user name and password
required. APN user should input correct information provide by
service provider.

v" For China Unicom's CDMA 1x user, user name is "card”, password is
"card".

® APN

APN is the abbreviation of access point hame; user should apply for it from the
service provider and then have it setup. For example, you can either input
“"CMNET"/"CMWAP" for China Mobile or keep it in null. For other service
operators, please consult the local service provider.

® PPP Detecting

It can be enabled or disabled. Also the detecting interval (second) and retries can
be specified accordingly.

The default setting is "Enable”, "12" Second interval and "5" tries. With this
setting, the router will detect the PPP link status at 12 Seconds interval for 5
tries. If it is failed continually, the router will re-dial the radio link automatically.
When it fails redialing continually within 3 minutes, the router will be restarted.

® ICMP Detecting

It is WAN side IP link status detecting; and it can be enabled or disabled. Also the
detecting interval (second), retries and destination (host) can be specified.

The default setting is “disable” since this detecting packets may be charged.

If it is enabled and fails the detecting at the specified interval, retries and
destination, the router will re-dial the radio link automatically.

® PPP Advanced

Considering the difference of mobile network authorization, the Point to Point
Protocol connection should be compatible with different network. Advanced
setting is used for the PPP special setting. Click “"PPP Advanced” button to start
settings.

ar PPP Advanced Setting: Setup the special parameters adapting network environment

™ Dialup Debug Info. I™ Disable Protocol Field Compress
I™ Use Peer DNS I™ Disable Address/Control Compress
n MTul—Bytas I™ Disable Compress Control Protocol
m MRUl—Bytes I™ Disable the Connection-ID Compress
I Set The Local/Remote Interface IP: I Disable Van Jacobson Style TCP/IP Header Compress
Local IP: l— ™ LCP Max. Reque;t:,—
Remote IP: ,— ™ LCP Request Intenral:l—
™ 5et Netmask: I™ 1PCP Max. Request:,—
l— ™ 1PCP Request Intarval:l—
< Back EI Cancel

GALAXY H7921 Router - Hongdian Technologies Co., Ltd. © 1997-2006

Normally, it is not required to change the setting for most of networks and
applications. If it is necessary, please consult with the local mobile operator and
try different settings.

® Dial Debug Info
It is a useful tool to check detail dial-up information. Select this option if the
router is unable to dial network, and send the dial-up information to Hongdian
for trouble shooting.

To enable the "Dialup Debug Info.", it will generate the log information of full
dialup progress.

® Use Peer DNS
It is the option to utilize mobile network gateway (GGSN or PDSN) DNS setting.
® MTU[ ]Bytes

It is the data envelop package size transmitting to GGSN or PDSN during PPP
dialing.

® MRU[ ]Bytes

It is the data envelop package size receiving from GGSN or PDSN during PPP
dialing.

® Set Local/Remote Interface IP

Specify local and remote IP address.

M80-792101-01 29
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Local IP address is the Galaxy router IP address obtained from mobile network.
Remote IP address is GGSN or PDSN IP address.

®  Set Netmask

Specify the Netmask.
® PPP options
Disable Protocol Field Compress
Disable Address/Control Compress
Disable Compress Control Protocol

Disable the connection-ID Compress
Disable Van Jacobson Style TCP/IP Header Compress

Try those settings to adapt mobile network.
® Others
Try other parameters to adapt mobile network.

DHCP Configuration

DHCP means Dynamic Host Configuration Protocol. With the built-in DHCP server
at Galaxy router, it assigns IP addresses to the hosts that connect with the
network.

Click "Start"->"Network Setting"->"DHCP Configuration" menu to start this
setup page.

B DHeP configuration:

DHCP Server Setting

Items Setting

Start IP Address:

SR LI 192.168.8.254

EEHE |255.255.255.0

Defauft
second ons: | [N
thedoves:

save |_cancel |

7921 Router - Hongdian Technologies Co., Ltd. ©

There are following DHCP server settings.
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v DHCP Server: Enable or Disable.

v' Start IP Address/End IP Address: Specify DHCP server IP address
range.

v" Netmask: Specify DHCP server netmask (netmask 255.255.255.0
suitable for network within 256 hosts, 255.255.0.0 suitable for
network within 65536 hosts).

v Default Gateway: It is a gateway for hosts connected to Galaxy router
to communicate with outside network. You can setup its IP address
as necessary. Normally, it is Galaxy router LAN interface IP address.

v' Default DNS: Default main DNS, it should be configured with
information provide by the local operator. The default setting is
Shenzhen city DNS IP addresses.

v" Second DNS: Alternative DNS; it could be null.

v" Third DNS: Same as the above.

Dynamic DNS

As you know, there are many DNS server at Internet; it records and translates
the domain name into corresponding IP address. However, normal DNS server
only maps the domain name and static IP address.

Dynamic DNS service will map the specified domain name to a dynamic IP
address. With the built-in client in Galaxy router, the dynamic IP address
assigned by mobile network and the domain name applied from dynamic DNS
service provider will be registered at Dynamic DNS server when the Galaxy
router is connected. Meanwhile, the built-in client will update the operation
information at the interval defined by the dynamic DNS server.

Click "Start"->"Network Setting"->"Dynamic DNS" menu to start this setup
page.

Before enabling the dynamic DNS function, you should apply a valid account
from a service provider in the drop list. Input the following information.

M80-792101-01 32



Galaxy H7921 Mobile Router User Manual Chapter 3: Router Configuration
v Service Provider
v Host Name
v" User ID/E-Mail
v' Password/Key

You can get the information from dynamic DNS service provider after successful
application.

Dynamic DNS service provider list will be added or deleted accordingly.

SNMP Configuration
Click "Start">"Network Setting">"SNMP Configuration" menu to this setup page:

& snmMp Configuration: Setup the SNMP parameters

SNMP: ¥ Enable
Community: |public
P [1o26881
System Name: W
System Contact: lm
System Location: IW

Save | Cancel

GALAXY H7920 GPRS Router - Shenzhen Hongdian Technologies Co., Ltd. @ 1997-2005

® SNMP: Enable or Disable, tick it to enable the SNMP function. It supports
SNMP V1 and V2C (V3 ready) automatically.

® Set Community: Set the community name, such as "public".

® IP: Set the SNMP management IP address. Usually, it is the router LAN
interface IP address.

® System Name: Set the router name that will display on the NMS.

System Contact: Set the router contact name.

® System Location: Set the router location.

It may be required to save all settings and restart the router to affect it.

3.2.5 Route Configuration

Click “Start” > "Route Configuration”, the below picture will be displayed.
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W Hongdian Products By NAT/NAPT Configurtion

(]

vy . Security Configuration
! Route Configuration a8 ty g

erver Configuration
@) L2TP 5 Confi t
Network Setting . .
A=) L2TP Client Configuration
% System Tools PPTP Server Configuration
i)
PPTP Client Configuration
@ Online Help
@ 1PSec Configuration
%]5 Router Status Routing Table
Ustar GALAXY H7921 Router - Hongdian Techn

There are eight sub-menus at "Route Configuration".

NAT/NAPT Configuration
Security Configuration
L2TP Server Configuration
L2TP Client Configuration
PPTP Server Configuration
PPTP Client Configuration
IPSec Configuration
Routing Table

NAT/NAPT Configuration

NAT is the abbreviation of Network Address Translation. It maps the out side IP
address to a host or terminal in your LAN. It isolates unidentified data envelops
to guard the LAN against hacker’s attack.

Click "Start"->"Route Configuration"->"NAT/NAPT Configuration" menu to start
this setup page.
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= NAT/NAPT Configura

Henable B DMZ Host Address: [N =T
NAT/NAPT Configuration

ji) Protocol Source Port Host 1P Address Destination Port Operation

7921 Router - Hongdian Tecl ies Co., Ltd. ©

At default setting, the network behind Galaxy router is isolated from outside
network to provide safety for the hosts. For SOHO application, you may need to
setup your own WEB/FTP or other kinds of service; NAT (Network Address
Translation) /NAPT (Network Address Port Translation) technology can meet
your requirements.

With this setting, the outer source ports can be mapped to a specified a host at
the LAN side. When the mapping scheme is defined, all the data traffic from/to
those mapped ports will be transferred to the specified host only.

The TCP, UDP or both protocols can be mapped to the destination ports. If the
destination port is not defined, it will be the same port as the source.

Additionally, there is a DMZ (DeMilitarized Zone) host that can be defined.
NAT/NAPT ports mapping is in higher priority than DMZ is. In other words, if a
port has been mapped to a host at the LAN, the data at this port will be
transferred to this host, and not be transferred to the defined DMZ host.
Galaxy router can map up to 16 ports (hosts).

Example.

v" WEB Server: maps port 80 to a LAN host address 192.168.8.8

Click “Add"” button to add a port mapping policy:
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Setup The

NAT/NAPT Configuration Wizard (1)

Setting

Protocok: | e |
Source port: |
Host TP Address: | [EERIENE]

Destination Port: | ECN

GALAXY H7921 Router - Hongdian Techn

v Protocol: The “TCP”, "UDP” and both of them (ALL) can be specified.
v" Source Port: It is the source data port.

v" Host IP Address: It is the destination host IP address.

v Destination Port: It is the destination host post.

Press “Save” to store the port mapping.

Genable  WDMZ Host Address: I
NAT/NAPT Configuration

ji) Protocol Source Port Host IP Address Destination Port ‘Operation

| Edit | Del

_Refiesh | _dd > | concel |

GALAXY H7921 Router - Hongdian Techn
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Common used ports list:

Galaxy H7921 Mobile Router User Manual

Chapter 3: Router Configuration

Protocol Service Port

TCP AFP over TCP 548

TCP AOL 5190~5194
TCP BGP 179

UDP DNS 53

TCP FINGER 79

TCP FTP 21

TCP GOPHER 70

TCP HTTP 80

TCP HTTPS 443

ubpP IKE 500

TCP POP3 110

TCP PPTP 1723

TCP Real-Media 7070

UDP RIP 520

TCP RLOGIN 513

TCP SMTP 25

ubP SNMP 161

TCP IMAP 143

TCP InterLocator 389

TCP IRC 6660~6669
TCP L2TP 1701

TCP LADP 389

TCP NetMeeting 1503 & 1702
ubP NFS 111

TCP NNTP 119

UbP NTP 123

ubDP PC Anywhere 5631~5632
TCP SSH 22

ubp SYSLOG 514

UDP TALK 517~518
TCP TELNET 23

UbP TFTP 69

TCP X-WINDOWS 6000~6063
TCP WAIS 210

M80-792101-01
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Security Configuration

With the security configuration function, you can control data envelops security
infout your network. All outbound envelops are secured by this setting. Only
envelops to NAT or DMZ hosts toward inbound direction are secured.

Click "Start"->"Route Configuration"->"Security Configuration" menu to start
this setup page.

Sea nfigurati

Enable: @ Default Transmission: © Accept # Discard

Security Configuration

Source Source

0|
10 | Protocol ppnetmask | Port

Dest. IP/Netmask | Dest. Port | Action Operation

21 Router - Hongdian Technologie

Selecting "Accept" or "Discard" action to protect the data envelops.

B Accept: Accept data envelops that match settings only.
m  Discard: Discard all data envelops that match settings.

There are 32 policies can be defined. Also the inbound and outbound data
envelops can be controlled.

Press “Add” button to add a new security setting:

Security Configuration Wizard (1)

Setting

protocol: | TR
Source IP/Netmask: —
Source Port: —

Action: 8

< ack | e |_cance |

H7921 Router - Hongdian Technolo

M80-792101-01 38



Galaxy H7921 Mobile Router User Manual Chapter 3: Router Configuration

For each policy, there are following items can be defined.

B Protocol: TCP, UDP, ICMP or All selectable.

B Source IP address/Netmask: Define source data envelops IP address
and subnet.

B Source port: Define source data envelops port.

B Destination IP address/Netmask: Define destination data envelops IP
address and netmask.

B Destination port: Define destination data envelops port.

B Action: Define the data processing method, there are two options,
accept and discard.

It is possible to define the source and destination IP address with a subnet.
Therefore, one IP address (i.e.: 4.3.2.1) or one range (i.e.: 4.3.2.1~4.3.2.254)
IP address can be defined accordingly. Null netmask setting means all IP
address.

The netmask is described by a decimal number 8, 16, 24 or 32.
8=255.0.0.0, 16=255.255.0.0, 24=255.255.255.0, 32=255.255.255.255
For example:

4.3.2.1/32=o0ne IP address only
4.3.2.1/24=a range IP address from 4.3.2.1 to 4.3.2.254

For source and destination port, you can specify one port (i.e.: 80) or one range
(i.e.: 1000-1999) port. Meanwhile, it is possible to select the TCP and UDP
protocol individually or both of them. Null port setting means all ports.

If "ALL" or "ICMP" protocol option is selected, the port setting will not be active.
Save all the above settings.

L2TP Server Configuration

Click "Start"->"Route Configuration"->"L2TP Server Configuration" menu to
start this setup page to setup VPN L2TP Server parameters.

= ypn L2TP

L2TP Server Account Setting

User Name Action ‘Operation

_Cancel |
7921 Router - Hongdian Technologies Co., Ltd. &

Press “Add"” button to create a new account (username with password).
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L2TP Server Setting Wizard (1)

Setting

Enable: |15l

er - Hongdian Tec|

Type the account user name and password, tick the “Enable” option; and then

save it to create and take effect the account.

Press “L2TP Server Setting” button to setup L2TP server operation parameters.

L2TP Server Setting Wizard (1)

Item Setting

These can be connect
Local IP Add
Report this as th

_< Back | Save | Cancel |

GALAXY H7921 Router - Hongdian Technologies Co., Ltd. © 1997-2006

Press “Advanced” button to customize more settings.
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= yp L2TP

L2TP Server Setting Wizard (1)

Setting

{ H7921 Router - Hongd echnologies Co., Ltd. ©

® Enable VPN L2TP Server: Tick it to start L2TP server

® Allocate from this IP range: Define the server IP address assignment
range for L2TP client.

These can connect as LAC's: Define the IP address range for the L2TP
client that can be connected.

Local IP to use: The local IP address for the L2TP server.

Report this as the Hostname: The L2TP server host name.

Only permit one tunnel per host: Tick it to limit the tunnel connection.
Except these hosts: Specify the host which can not be connected.
This guy can't connect: Specify the L2TP client which can not be
connected.

Use Hidden AVP's: Tick it to hidden the AVP.

Use Length Bit in Payload: Tick it to use the length bit in payload.
Authentication: Tick it accordingly.

°
°
L2TP Client Configuration

Click "Start"->"Route Configuration"->"L2TP Client Configuration" menu to start
this setup page to setup VPN L2TP Client parameters.

Galaxy H7921 Mobile Router User Manual Chapter 3: Router Configuration

M80-792101-01 41

= VPN L2TP Cler

L2TP Client Setting

Action Operation

_etresn | _ad > |_cancel |

7921 Router - Hongdian nologies Co., L

Press “Add” button to create a client setting.

L2TP Client Setting Wizard (1)
Setting

Click “Advanced” button to setup more options:
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L2TP Client Setting Wizard (1)
Setting

Use Length Bit in P
uthenticati
Default

7921 Router - Hongdi:

® LNS: the L2TP server IP address or domain name.

® User Name: the user account created at the L2TP server.

® Password: the account password.

® Enable: tick it to take effect the client setting.

® Redial if disconnected: tick it to switch on the redial function; and
then setup the redial interval and retries.

® Use Hidden AVP's: tick it to hidden the AVP.

® Local IP Address: force the L2TP client local IP address to the
specified IP address.

® Remote IP Address: force the L2TP client remote IP address to the
specified IP address.

® Use Length Bit in Payload: tick it to use the length bit in payload.

Authentication: Tick it accordingly.

Default Route: tick it to route all data (except VPN tunnel) via default

routing.

PPTP Server Configuration

Click "Start"->"Route Configuration"->"PPTP Server Configuration" menu to
start this setup page to setup VPN PPTP Server parameters.
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PPTP Server Setting

Ml Enable VPN PPTP Server

Debug Enable I | Speed 115200
Local IP Address | Py :ENY Remote IP Address | pLrBU: RN ir)
| cancel |

User Name Action Operation

_Refresn | _dd > | Conce |

GALAXY H7921 Router - Hongdian Teck g Co., Ltd. © 1997-2006

® Enable VPN PPTP Server: tick it on to start the PPTP server.

® Debug Enable: tick it on to enable the debug information and record
it at Syslog.

® Speed: specify the traffic speed for the PPP daemon, the default value
is 115200 bauds.

® Local IP Address: specify the PPTP server local IP address.

® Remote IP Address: specify the PPTP server remote IP address
assignment range (i.e. 192.168.4.2-254)

Press “Add” button to create a PPTP client account at this server.

PPTP Server Setting Wizard (1)

Setting
pesvore:

Enable: [

_< Back | Save | Cancel |

er - Hongdian Techno

Type in the account user name and password, tick the “Enable” option; and then
save it to create and take effect the account.
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PPTP Client Configuration

Click "Start"->"Route Configuration"->"PPTP Client Configuration" menu to start
this setup page to setup VPN PPTP Client parameters.

PPTP Client Setting

User Name Action ‘Operation

PPTP Client Setting Wizard (1)

Setting

Defauft Route:

Enable: |

_< Back | Save | _cancel |

7921 Router - Hongdian Technologies Co., Ltd. ©

® User Name: the user account created at the L2TP server.

® Password: the account password.

® PPTP Server: type in the PPTP server IP address or domain name.

® Default Route: tick it to route all data (except VPN tunnel) via default
routing.

® Enable: tick it to take effect the client setting.
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IPSec Configuration (N/A for this version)

Click "Start"->"Route Configuration"->"IPSec Configuration" menu to start this
setup page.

Routing Table

Click "Start"->"Route Configuration"->"Routing Table" menu to start this setup
page.

el Routing Table: Configure the routing policy

Configure the routing policy

D Source IP Address Netmask Gateway Operation

_Refresn | _add > | Cancel |

GALAXY H7921 Router - Hongdian Technologies Co., Ltd. ©

Routing table defines IP data packages transfer paths. If there are more subnets
and routers in the network, you have to define the correct data transmission
paths to ensure that the data packages can be exchanged between subnets.

There are 16 routing policies can be defined for Galaxy router. Each of source IP
address, subnet and gateway should be specified.
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For Example: 3.2.6 Special Setting (N/A for this version)

" Rouing Table: Configare ch routng paley Galaxy router is not only integrated with router functionality, but also can be
configured for many other applications. The Special Setting function is designed

_ for industries and utilities. Several parameters can be configured accordingly.

With the Special Setting, a non IP based device (such as RS-232 interface POS)
data can be transmitted over Internet. There are many applications of center to
“m er:;gltl-pomt infrastructure, such as video surveillance system and SCADA system,

The Special Setting is designed for industrial application. It is not necessary to
set up special parameters if you are planning to use only route features, and the
default setting is “Disable”. The Data Service Center and associated parameters
should be configured properly if the Galaxy router is used for remote
management and surveillance.

Click “Start"->"Special Setting", the below picture will be displayed.

Refresh | Add > | Cancel
GALAXY 2 L = gdian Techn, o - - :
GALAXY H7921 Router - Hongdian Technologie ,!f; SDE‘CIEI' S-Ettlr‘lg % DTU Settlng
] ¢ Serial Port Setting
% Route Configuration » .
E Operation Mode
% Network Setting ] S Backup Routing
% System Tools 4
192.168.2.11 192.168.2.33 192.168.2.55

@ Online Help

%]5 Router Status
192.168.5.1

192.168.8.1

192.168.3.1

GALAXY H7920 GPRS Router - Shenzhen

92.168.8.22 192.168.3.44 192.168.5.66 There are four sub-menus in "Special Setting".

® DTU Setting
® Serial Port Setting
) . . . ® Operation Mode
With the route policy showing above picture, the data envelops must be ® Backup Routing
transferred by gateway (192.168.2.33) if the transmitting data envelops are
from host 192.168.8.22 to 192.168.3.44. DTU Setting
Similarly, the data must be transferred by the gateway (192.168.2.55) if the Click "Start"->"Special Setting"->"DTU Setting" menu to start this setup page.

transmitting data envelops are from host 192.168.8.22 to 192.168.5.66.
Save the settings when it is completed.
Note: The IP addresses on the picture are not the real addresses; it is used for

description only. Additionally, gateway IP address should be a static IP address
at real engineering.
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% oTU Setting: Setup the router for data termination applications

Data Service Center(DSC): & Disable ¢ Enable
Transmission Mode: @ Transparence ! Protocol
Protocol: & TCP ¢ UDP
Main DSC IP Address or Domain:
Secondary DSC IP Address or Domain: ,— ™ Enable
DSC Port:
Heartbeat Interval: | Second [ Enable
Registry ID:
Password/Key: ,—

Router ID:

Save | Cancel

GALAXY H7920 GPRS Router - Shenzhen Hongdian Technologies Co., Ltd. @ 1997-2005

® Data Service Center (DSC)
DSC can be enabled or disabled. Default setting is "Enable".
® Transmission Mode

Select "Transparence" option to provide a transparent channel between Galaxy
router serial port interface and your data service center.

Select "Protocol" option to provide a specified protocol channel between Galaxy
router serial port interface and your data service center. It is a good method for
traditional serial port device communication. To use this option, you have to
develop a data server, which the necessary SDK can be provided by Hongdian.

® Protocol

There are TCP and UDP options for selection. Based on past experience, GPRS or
CDMA 1x channel is not reliable due to radio propagation. UDP is recommended
for transmitting real time information with data checksum, such as SCADA
system. TCP protocol may be better for transmitting files.

® Main/Secondary DSC IP Address or Domain

Data Service Center (DSC) IP Address or Domain is the server address that
receives data from serial port device connecting with Galaxy router. A main and
secondary DSC can be defined for redundancy system infrastructure. It supports
IP address or domain name.

® DSC Port

Defining Data Service Center communication port, it can be changed with the
system planning. The default port is 5002.

® Heartbeat Interval

For many applications, it requires to keep the links always online. The heartbeat
setting should be set to keep the links alive. However, the heartbeat is the data
traffic packets and it may be charged (depends service provider). You have to set
a right heartbeat interval in accordance with application. Normally, we suggest
the 50 seconds heartbeat interval for most of applications.

® Registry ID and Password/Key

It is a Registry ID and Password/Key at your data service center. Set it as
application system planning.

® Router ID

It is the router unique identity name at data service center. By the unique ID, you
can transmit/receive data to/from remote site and also manage remote router.
Set it according to the application system planning.

Serial Port Setting

Galaxy router can be used to connect non-IP based data terminal such as POS,
RTU and PC Hypertext Terminal. The serial port should be configured properly
before putting it in service.

Click "Start"->"Special Setting"->"Serial Port Setting" menu to start this setup
page.

~ Serial Port Setti

Serial Port:  Disable ¢ Enable
Interface: & RS-232 ¢ RS-485(N/A)
Rate: | 57600 ~
Parity: lm
Data Bits: IE
Stop Bits: [NONE ¥
Flow: [none -]

Save | Cancel

GALAXY H7920 GPRS Router - Shenzhen Hongdian Technologies Co., Ltd. @ 1997-2005

® Serial Port
There are "Enable" and "Disable" switches.

Default setting: Disable.
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If the serial port is enabled, the DSC IP address or domain name must be
specified.

® Interface

Select serial port interface type: RS-232 or RS-485; RS-485 is not available at this
version hardware.

® Rate

Setup serial port interface data rate:
300/600/1200/2400/4800/9600/19200/38400/57600/115200(BPS)

® Parity

Select parity: None/Odd/Even

® Data Bits

Setup data bits: 5/6/7/8bits

® Stop Bits

Setup stop bits: 1 or 2bits

® Flow

Setup flow control: None/Hardware/Software (Xon/Xoff)

Operation Mode

For industrial applications, requirements may be different from customer to
customer. There are five modes available in Chinese market. Presently, there is
only one timing mode in English version available. Hongdian can design new
customized operation modes for any other market.

Click "Start"->"Special Setting"->"Operation Modes" menu to start this setup
page.

W Operation Modes: Setup industrial operation modes

Date:] 2005-01-01 Time: 23:58:58

Intervall0 Hour >| Online; after [0 Hour >| Offline
Save | Cancel

Timing: [~

GALAXY H7920 GPRS Router - Shenzhen Hongdian Technologies Co., Ltd. © 1997-2005

® Timingl

Online time: Galaxy router will dialup radio link and attach to GPRS or CDMA 1x
data channel at the setting time.

Offline time: Galaxy router will close radio link at the setting time.

The function should be activated with a real-time clock system. It is
recommended for CDMA network.

® Timing2
Online Interval: To setup Galaxy router online interval.

Online Length: To setup Galaxy router online length. The route will be offline by
the end the length.

Backup Routing

For many applications, customer may require backup routings to protect their
communication. There are two backup channel can be set up, customer can set
the GPRS/CDMA 1x channel as the main channel, and set the Ethernet or dial-up
channel as the backup route.

Click "Start">"Special Setting">"Backup Routing" menu to start this setup page.

M80-792101-01 51

M80-792101-01 52



Galaxy H7921 Mobile Router User Manual Chapter 3: Router Configuration

Backup Routing Settins up the route and related parame

Default route setting

Current route:|| Route interface:||Radio

Destination
address:

Subnet||255.255.255.255

Gateway||192.168.100.101
Refresh |

Backup route setting

 Disable T Enable

Default route| IRadiu ;I (When Ethernet or COM is set as default, the Radio will be the backup.)

Route detecting|[Destination address I” Enablelo Second|0  Times
Backup route: || & Enable Gateway: " Enable Com Port Setting
Save | _Cancel

GALAXY H7920 GPRS Router - Shenzhen Hongdian Technologies Co., Ltd. @ 1997-2005

This function can be "Enable" or "Disable".

When it is enabled, the "W-ICMP detecting" at the "Network Basic Setting" page
will not effect.

® Default Route: Select Galaxy router default routing, it is the main route.
There are three types of route can be selected: Radio, Ethernet and COM
(connecting with a dial-up modem). When Ethernet or COM is set as default,
the Radio will be the backup.

® Route Detecting: Detecting the destination host IP address, if there is no
response at the set time interval and times, the router will switch over to the
selected backup route.

v' When the "Radio" is set to the default route and the backup routing
function is enabled, we recommend setting the operator's gateway as
the destination IP address for detecting.

v" When the "Ethernet" or "COM" is set to the default route, we
recommend setting a reliable host in the Internet as the destination IP
address.

Attention: The destination host should work reliable. Otherwise, it will cause the
router switch over frequently.

® Backup route: There are two options.

v' Gateway - When the "Enable Gateway" is enabled, the traffic will be
routed to this gateway via the Ethernet interface if the default route
failed. The gateway IP address is the network gateway IP address that
Galaxy router is connected.

v COM - When the "COM" port is enabled, the traffic will be routed to
Galaxy router COM port if the default route failed, and then the
connected modem will dial a number that specified at COM port setting.
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® COM Port Setting:

Before enabling this function, it is required to connect a dial-up modem (ie. V.90
modem) to the Galaxy router’s COM interface. A special cable will be needed.
The cable wiring is showed at the below diagram.

RS-232 Modem

RS-232 DB9 (Male) RS-232 DB9 (Male)

o 1 1cD

RX 2| 52 RX

™ 3 3 TX

DTR 4 4 DTR

GND 5 5 GND

SR 6 [<— 3|6 psr

RTS 7 [——— 7 RIS

CTs 8 8 CTS

RING 9 9 RING

Click the "COM Port Setting" button to this setup page.

Route backup setting: Set up the route and related parameters

Rate:[[9600 =
Parity: ||| None =
Com Port: Data Bits:[[[7 =]
stop Bits: [[Nene -

Flow: || None -

Dial Script:

User Name: I

Account:
Password:
Save | _Cancel

GALAXY H7920 GPRS Router - Shenzhen Hengdian Technologies Co., Ltd. © 1997-2005

At this page, set up the COM port interface and the dialup parameters. Because
of the COM port may be connected with different types of modem, it provides a
script filed to fill-out the dial-up number and modem initialization strings (AT
command) in accordance with the associated modem.
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For example, dial a number 83890677, fill in the below code at the “Dial Script”

filed. 3.2.7 Hongdian Products
Click "Start"->"Hongdian Products" menu, it displays more Hongdian products.
nm . . . . . .
at For more information, click the links listed at this page.
OK atxxx
OK atd83890677 B Hongdian Products Catalogue
TIMEOUT 30 . _
Shenzhen Hongdian Technologies Co., Ltd.
CONNECT "" g g ’
Hongdian is a company focused on GPRS and CDMA data communications for industries and utilities. Our
products have been widely used for utilities, bank (branch office, POS, ATM), SCADA system and many other
applications. We have three series of product.
atxxx is the modem extra command that may be used (depends on the » HB000 GPRS/CDMA Modem. It is an industrial dass GPRS or CDMA 1x modem built-in with watch-dog,

inter-control interface and protocol (RS-232 type only). It works with a host based device.

H7000 GPRS/CDMA DTU. It is a data termination unit that works with GSM/GPRS or CDMA 1x radio
network, built-in processor, RTOS, TCP/IP protocol stack and application software, etc. It works stand
alone without any host based device to provide a RS-232, RS-422 or RS-485 serial port interface; it

connected modem). It should be filled in with the connected modem parameter.

s id t it ch | bet te sit d dat: ter.
All extra AT commands should be added before dialing. In other words, all extra e et i
A-I- Commands Should be added before the atd COmmand. integrated GSM/GPRS or CDMA 1x radio channel and full branch router functions, such as NAT, DMZ,

routing table, DHCP, Dynamic DNS, firewall and so on; it also provides a RS-232 interface for non IP
based device to access TCP/IP network via mobile communication netwaork.

If the telephone line is behind a PABX, it may be needed to dial a "0" and waiting Co-operation and Tnnovation!
the dial tone. The atd command should be:

For more information, please visit Hongdian website: http://www.hongdian.com

atdo 83890677 Technical Support: http://www.mdtu.com/bbs
’

Email: support@hongdian.com

The COM port will try to dial the backup channel. If it fails the connection for 3

times, the router will switch back to the default routing and try another
sequence. an GALAXY H7920 GPRS Router - Shenzhen Hongdian Technologies Co., Ltd. © 1997-2005

The route status will be displayed on the front panel LED.
3.2.8 Logoff
v" RUN LED, blinking in 1 second interval; it indicates Galaxy router

works at default route (main route). Click "Start"->"Logoff" menu to exit router configuration & management pages.
v RUN LED, blinking in 2 second interval; it indicates Galaxy router
works at backup route. You may be required to enter correct user name and password when you
re-login.

3.2.9 Firmware Update

Galaxy router is capable to update by a special update tool. You can download
the update tools and associate firmware at Hongdian website.

Visit Hongdian website at "Support"->"Software Update" section for full details;
Or

Enter Galaxy router's "Online Help" page, click "Online Help" item to check
updates.

Or
http://www.hongdian.com/en/download/update.htm
There are two ways to update the router firmware:

v TFTP
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v" Hongdian Update tool

Chapter 4 Operation Instruction
TFTP update
This cbapter introchees Galzxy H7921 router gperation infrodudtions.
H7921 is built-in with a tftp client. Operator can update the firmware via a TFTP

sever. The latest version H7921 firmware has the tftp feature included. -
1. Panel Indication

2. Operation

Download the tftp server at: 3. Trouble Shooting

http://www.hongdian.com/en/download/software.htm

Start the tftp server at your PC, and copy the updated firmware at the same

folder of your tftp server. 4.1 Panel Indication
telnet and login H7921 router There are four LEDs at Galaxy H7921 router front panel; it indicates the router
and network operation status.
tftp jpaddr
(The jpaddris the tftp server IP address.) LED Status Description
10M Blinking (data detected) | Connected 10BaseT device and data
get filename transmission detected
(The filrname is the firmware filename; it should be copied at the same Lights off Connected 100BaseT device
folder of your tftp server.) LINK | Lights up Ethernet connected
NET Lights up/Blinking Depends network & radio module (*)
It will transfer the firmware to H7921 router’s RAM, and follow the prompt to RUN Lights up Router self test and initializing
save it into flash. Blinking (1/2 second) | Router dialing
. Blinking (1 second) Normal operation (default route)
Save to flash? Press Y to save it. Blinking (2 second) Normal operation (backup route)

Restart the router to take effect the update. (*) NET indication will depend on the type of radio module and network. The

detail information will be updated on website. Click “Start”->"Online Help” at
Galaxy router menu, and then click “Online Help”->"FAQ" at the help page for

Attention!!! During the saving, please do not drop the H7921 power supply. details.
Refer below table for H7921-RGH and H7921-RGM2 NET LED indication
descriptions:
H7921-RGH
Hongdian Update Tool N_ET LED Des_crlptlon _ Note
Lights up Radio Module Starting
The update tool instructions refer to Appendix 2. Lights off No Power or sleeping (deeply)

Blinking (1 second) No SIM card or searching GSM network

Blinking(1/4 second) | GPRS data transmitting

Lights up Calling
H7921-RGM2
NET LED Description Note
Lights up Logon GSM and normal operation
Lights off No Power or out of GSM service
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4.2 Operation

Galaxy router is an embedded hardware and software platform. Normally, it is
working without any manual operation. It provides a reliable and flexible data
channel for industrial applications.

Galaxy router should be installed at place with good radio signal receiving. For
the cabinet and basement environment, we recommend to extend the antenna.

For outdoor use, lightning should be considered. We propose to install an
arrester between antenna and the ANT interface. Contact Hongdian technical
support department for details.

4.3 Trouble Shooting

Problem 1: All LEDs are not lights-up.
Check all cables that are connected to the router.
Check the power supply adapter output voltage.

If the power is correct and there is no LED lights-up, the router may be
failed. Contact to Hongdian or reseller for repairing.

Problem 2: Router works not stable after long time operation.

Check router cabinet temperature, if it is overheating, place the router at the
place with good ventilation.

Problem 3: Router does not run self-test when it is powered on.
Check the power adapter.
Problem 3: Update failed

System boot system and application program are stored at different memory
allocation; failed update will not affect the router rebooting. Re-update the
firmware until it is working.

Problem 5: time out when ping the router.

Pinging 192.168.8.1 with 32 bytes of date:
Request timed out.

It indicates that is something wrong during the installation, check following
items:

v" Check the Ethernet connection between your PC and Galaxy router.

(Note: Galaxy router’s LINK and PC's Link should lights-up if it is
connection).

v" Check your TCP/IP setting.
(Note: If the Galaxy router LAN IP is 192.168.8.1, your PC local
connection IP address should be 192.168.8.xxx).

For more checking, type “ipconfig” command at DOS prompt.

Coxripoconfig

Windows IP Configuration

Ethernet adapter Local Connection

Connection—specific DNS Suffix
IP Address. . . . . .
Subnet Mask - . - . .
IPF Address. . - . . .
Subnet Mask . . . . .
Default Gateway .- . -

122 .168 .8 _48
255255 255 .8
172 _.168.8._48
255.255.255.08
192 .168.8_254

(Type “ipconfig ?” Command for its help)
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The COM port parameters should be specified. Select COM number (i.e. COM2),
Bites per second, Data bits, Parity, Stop bits and and Flow control.

Port Settings I

Appendix 1: Hypertext Terminal Setting
“This Appenddb intoces Mirosgff Wndoss Eyper Termainal stp inshction

1. COM Port Setting
2. Properties
3. Codec Setting Bits per gecond: |b
4. ASCII Code

D ata bits: IS j

1. COM Port Setting
Farity: INone j

By Clicking Windows “Accessories”->"Communications”->"HyperTerminal” to
create a HyperTerminal. Refer to below picture to continue the settings. Stap bits: [ =l

Connection Description ﬂﬂ

L

Flaw comtral: INone

Festare Defaults |

Enter a name and choose an icon for the conhection:

M ame:

H7000 Ok | Cancel | appb |

lcaor:

Notice: “Flow control” should be set to “None”.

Ok I Cancel |

21| 2. Properties

Start the created H7000 HyperTerminal connection. Click “File”->"Properties”
menu, click “Settings” tab, set it as show as the picture.

Enter details far the phone number that you want to dial:

Countryregion: I China [35] j

Area code: 755

Phaone number: I

Conect usivg: BT ~ |
QK I Cancel |
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Comnect To Settings I

4. ASCII Setup

Click “ASCII Setup” button, set ASCII parameters.

— Backspace key sends — ASCI Sending
@ Chl+H © Del ¢ Cil+H. Space, Ciil+H

 Function, armow, and ctil keys act as
@ Teminal keys © wWindows keps

[ Send ling ends with ling feads

Emulation: [~ Echo typed characters locally

Auto detect j Terminal Setup... | Line delay: ID millizeconds.
Character delay: ID_ millizeconds.

Telnet terminal ID:— [ANS]

Backscroll buffer lines: IEDD ﬁ ~ ASCI Receiving
¥ Play sound when connecting or disconnecting ™ Append line feeds ta incoming line ends
[™ Farce incoming data to 7-hit ASCH
Irput Tramslation. . | ASCH Setup.. | [ %rap lines that exceed terminal width

QK I Cancel

Ok I Cancel |

3. Host System Encoding Method

Click “Input Translation” button, set host system encoding method.

Host System Encoding Method 2x|

Select Host System Encoding Method

~ Standard JIS

Ok I Cancel

M&80-792101-01 63 MB80-792101-01 64



Galaxy H7921 Mobile Router User Manual Appendix 2: Firmware Update Tool

Appendix 2: Firmware Update Tool
pﬁW&ﬁrﬂ%GﬂWMm[ Wmo/w j

Galaxy H7921 Firmware Update Tool

Set up the PC IP address subnet same as the router that will be updated.
Copy the Router Update Tool to the PC and run it (Fig. 1):

. Router update tool _ |E||ﬂ
Tpdate file: I Browse. . |

Router IF: I 192 168 . 8 . 1 Conmect I
Fazsword: IW
Humber: ||— Vpdate |

Progress: fieboot |

Fig. 1
Click “Browse” button to retrieve the .rom file (Fig. 2)
' Router update tool o ] B4
Update file: |d:\Galaxy\H7920\EBG20
Router IP: | 192 168 . 8 . 1 Connect |
Password: I"""J""“""”'”‘t
Humber: I Update
Frogress: | Beboot |
Fig. 2

Input Router IP, factory default IP is 192.168.8.1; the Router IP could be the LAN
IP or WAN IP address (WAN IP is the address assigned by service provider
gateway; normally it is a dynamic address). Type the correct password (this is
the password you access router configuration web interface; factory default is
hongdian). Press “Connect” button (Fig. 3), and waiting few seconds. If dialogue
info appears (Fig. 4), it means the connection failed. Otherwise, it is successfully
connected.
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Update file: |d:\Galxy\H7920\EBG20  Browse.. |

Romter TP: | 192 188 . 8 . 1 M

Faszword: I********

Humber: I Update

Frogress: | Beboot |

Fig. 3
x|
Connect ko rouker Faild,
Fig. 4
Press “Update” button to update the router firmware (Fig. 5)
1]
Update file: |d:\Galaxy\H7920\EE.G20 M
Router TP: | 192 168 . 8 . 1 Gorzect |
Fazsword: I********
Humber : | [ lpdate
Progress: | Beboot |
Fig. 5

update T

Update success.

Fig. 6

Waiting about 20 seconds, “Update success” info will appear. It means the router
has been update successfully, otherwise it fails.

Note: If you can not open the Galaxy router webpage after updating software,
reconnect your PC local connection.

M80-792101-01 66



Galaxy H7921 Mobile Router User Manual Appendix 2: Firmware Update Tool

Warning

1. Do not disconnect or power off the router during firmware updating.

2. Mobile network may be failed sometimes; it is a high risk to update firmware
remotely.
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